East German 
Files Helped 
In Ames Arrest 


F BI-CIA Rivalries 

Sef Aside, for Probe 
3 >/ 6 /^ 


By y/aiter Pino(is, R. Jeffrey Smith 
and Pierre Thomas 

Washington Post Staff Writers 


Re 


East: 

proi 

FBI 

ago 

spyl 

Ame 

witn 

So: 


SUS] 

spy 
but 
langjui 
reau 
did 
joint; 
the 


thatl 
was 
Stasi 
fact 
Shaljri 
nally 
an 
pec' 


relations contained in former 
r German intelligence files 
'ffipted the creation of a joint CIA- 
investigative effort three years 
that went on to uncover alleged 
ng by CIA official Aldrich H, 
:s, according to sources familiar 
the probe, 

me counterintelligence officials 
ected as early as 1985 that U.S. 
operations had been betrayed, 
separate CIA and FBI probes 
lished for years, riven by bu- 
icratic haggling and rivalries that 
pot abate until 1991 when the 
effort was stitched together, 
sources said. 

The East German files revealed 
all the spies the United States 
thought to have recruited in the 
ii intelligence service were in 
double agents, the officials said. 
:en by this discovery, the CIA fi- 
agreed to join with the FBI in 
Aggressive internal probe, sus- 
_ that someone inside the CIA 
| ips had helped the Stasi pull off 
Reception. Investigators drew up 
: of roughly 200 people who not 
had known the identities of the 
agents but also had known of 
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earlier foiled operations against the 
Soviet Union. 

Ames fell under suspicion, along 
with others, because he had dealt 
with some of the East German 
agents and had known of the opera- 
tions against the Soviets, having di- 
rected counterintelligence efforts in 
two branches of the Operations Di- 
rectorate. By May 1993, Ames had 
become the focus of a criminal inves- 
tigation dubbed Nightmover by the 
FBI; he was arrested on Feb. 21 be- 


cause of concerns he might flee. 

Ames’s ability to elude detection 
for years was helped not just by the 
earlier lack of CIA-FBI coordination 
but also by lax internal security pro- 
cedures and a series of lapses by 
government investigators, according 
to CIA, FBI and congressional offi- 
cials briefed on the investigation. 
These lapses included a failure until 
recently to monitor Ames’s overseas 
travel, probe his sudden wealth, 
guard against the theft from CIA 
headquarters of highly classified doc- 
uments and detect unauthorized con- 
tacts between Ames and Russian of- 
ficials in Washington or overseas. 

The FBI is technically the lead 
federal agency in domestic counter- 
intelligence efforts aimed at ferret- 
ing out spies for other governments, 
and the CIA is responsible for moni- 
toring its own employees. But before 
1991, FBI and congressional officials 
said, senior CIA managers generally 
played down the possibility that one 
of their key employees could be a 
turncoat and blocked independent 
scrutiny by the FBI of some faded 
spy operations. 

Sen. Dennis DeConcini (D-Ariz.), 
chairman of the Select Committee 
on Intelligence, said in an interview 
Thursday that he expects CIA In- 
spector General Frederick P. Hitz to 
open an independent probe of allega- 
tions the CIA hindered inquiries. “I 
have asked him to zero in on this,” 
DeConcini said. But congressional 
sources said CIA officials were seek- 
ing limits on the scope of Hitz’s work 
that might undermine its viability. 

Investigators now say they be- 
lieve Ames was spying for Moscow 
by 1985. That year and the next, 
seven agents who had been recruit- 
ed by the CIA inside the KGB were 
arrested by the Soviets or just disap- 
peared, according to former CIA of- 
ficials. 

One of those arrested was Maj. 
Gen. Dimitri Polyakov, code-named 
Top Hat, an official of the Soviet 
GRU military intelligence agency 
who had passed secrets to his FBI 
handlers for 20 years. He was tried 
and shot in 1988, but his fate was 
not announced by Moscow until 
1990. Another U.S. spy arrested in 
1985 was Adolf Tolkachev, a mili- 
tary researcher in Russia who was 
executed in 1986. Among others 
who vanished were two KGB sourc- 
es, one posted in Nigeria, the other 
in Southeast Asia. 

The FBI’s list of potential victims 
of Ames’s spying also includes Vale- 
ry Martynov and Sergei Motorin, 
two U.S. spies recruited by the FBI 


from the KGB station at the Soviet 
Embassy in Washington. Both were 
arrested after returning to Moscow. 
Motorin in particular was caught one 
day after meeting with his U.S. han- 
dlers in 1986, according to U.S. and 
other sources. The location of the 
meeting “was leaked from the CIA 
by someone who was sitting on [Mo- 
torin’s] . . , file,” according to Yuri 
Shvets, a former KGB agent now liv- 
ing in the United States. 

Initially, U.S. investigators were 
inclined to attribute the ClA losses 
to Edward L. Howard, fired by the 
CIA in 1983 on the eve of being sent 
to Moscow to handle intelligence 
sources there. Later exposed as a 
double agent by a Soviet defector, 
Howard fled the United States in 
1985, eventually turning up in Mos- 
cow. 

The loss of Tolkachev was linked 
at the time to Howard, but other 
U.S. intelligence losses could not be 
so easily explained by Howard’s de- 
fection because they included opera- 
tions that Howard had known noth- 
ing about. 

FBI officials have said they sus- 
pect — but cannot prove — that 
Ames’s alleged spying for Moscow 
led to the deaths of at least 10 U.S. 
agents and the disclosure of others 
who are missing. But only two have 
been cited so far in court documents: 
an East European security officer, 
code-named Motorboat and allegedly 
disclosed in 1989: and a Soviet coun- 
terintelligence official in the North 
American division of the KGB’s Sec- 
ond Chief Directorate, code-named 
Prologue and allegedly disclosed in 
1990. 

Shvets, who worked under cover 
as a Tass correspondent in Washing- 
ton from 1985 to 1987, said he was 
not surprised by the arrest of a CIA 
official. Shvets said he “had strong 
reasons to believe we had a mole” af- 
ter returning in 1987 to the KGB’s 
First Chief Directorate outside Mos- 
cow, which was responsible for re- 
cruiting spies in North America. 

Shvets, who left the KGB in 1990 
and is writing a book about his expe- 
riences, said in an interview that he 
did not know the mole’s name, be- 
cause it was a highly guarded secret. 
But he said it was impossible not to 
notice the extraordinary quality of 
the information about U.S. spy oper- 
ations being sent to Moscow during 
the mid- to late- 1980s. 

While all these U.S. operations 
were being rolled up, CIA counterin- 



telligence officials overlooked vari- 
ous actions by Ames that the gov- 
ernment now says offer proof of his 
work for Moscow, FBI and congres- 
sional officials said. 

These include unauthorized trips 
over seas by Ames to Bogota and Ca- 
racas; meetings by him with Soviet 
or Russian intelligence officials in 
Washington and other cities; cash 
deposits totaling more than $2 mil- 
lion in U.S. and Swiss bank accounts; 
conspicuous purchases of valuable 
items such as a Jaguar, original 
works of art and an expensive subur- 
ban home; and the unauthorized 
storage of highly classified docu- 
ments at his home or in his CIA of- 
fice. 

Several officials said these indica- 
tions of wrongdoing were over- 
looked because security practices 
governing CIA employees such as 
Ames are too lax and supervisors far 
too trusting of employees they treat 
likejfamily. 

“ijs it a band of brothers and sis- 
tersj?” asked one former official, re- 
ferring to the Operations Director- 
ate jwhere Ames worked. “Yes. It is 
a tough business. There is a sense of 
shared profession — like holding 
hands as you go over the trench. 
Youl have to have trust, or you don’t 
get anything done.” 

“That doesn’t mean you ignore or 
are I not concerned about counterin- 
telligence issues,” he added. 

Fjormer CIA officials said the 
agency relied heavily on the two 
polygraph examinations that Ames 
passed in 1986 and 1991, though 
FBI officials now say in retrospect 
thatj results of the 1991 test were 
questionable. 

Ira 1989, the year Ames returned 
to Washington from a three-year 
stint in Rome, bought a house and 
began spending more lavishly than 
before, a colleague at the CIA re- 
ported to superiors the new wealth 
Ames was displaying. Asked about 
the Source of his extra wealth, Ames 
told the CIA his wife had inherited 
some money, according to sourc- 
es— j-a claim that investigators did 
not check for years. 

Aimes took care to divide the huge 
cash payments allegedly made by 
Soviet officers into smaller sums fall- 
ing just below the $10,000 threshold 
at yvhich cash transactions must be 
reported to the federal government. 
Other Soviet money was allegedly 
deposited in several Swiss bank ac- 
counts, from which Ames trans- 
ferred large amounts by wire to the 


United States, a banking procedure 
so common that it would not invite 
suspicion. 

Ames s unauthorized overseas 
travel went unnoticed because “he 
paid for it himself,” according to one 
source familiar with the case, who 
explained that travel supervision at 
the CIA largely extends only to busi- 
ness-related trips. “Travel is ac- 
countable, but [the rules] can be 
evaded,” a former intelligence offi- 
cial agreed. “If someone takes a day 
of leave overseas and goes some- 
where [else], who’s to know?” 


Ames’s collection of many highly 
classified documents in his CIA of- 
fice, including some on topics out- 
side his recent assignment at the 
agency, has been cited privately by 
some FBI officials as an indication 
his alleged espionage may have been 
assisted by others at the agency. But 
several high-ranking CIA officials 
said the practice is actually common 
and many agency employees rou- 
tinely see documents shared by their 
colleagues outside formal proce- 
dures. 

When you’re transferred, and 
have the requisite clearances . . . 
you might say, hey, keep me on the 
distribution for X,” one CIA official 
explained. The former intelligence 
official said “it’s a breakdown of com- 
partmentation — the agency’s 
avowed practice of giving access on- 
ly to those with a “need to know.” 
“But it is not tmcommon,” he added. 

Officials said Ames was able to 
take hundreds of highly classified 
documents home from his fourth- 
floor office— evidently on memory 
disks that fit into one of his three 
home computers— without attract- 
ing any notice because briefcases 
and purses are not usually searched 
when CIA employees enter or leave. 
The rules absolutely, positively pro- 
hibit people from taking things 
home," said a senior official. But “we 
trust people. That’s the point of the 

whole business [We have] a 

vetting process ... to keep from 
turning this place into Alcatraz.” 
Because of the complexities of 
counterintelligence, cases that go 
wrong take time to sort out, investi- 
gators say. The CIA can have diffi- 
culty learning whether one of its 
agents has been arrested until long 
after the fact because contacts may 
be infrequent, the signals often are 
elaborate and factors such as illness 
may explain why an agent fails to re- 
spond. 

Further complicating the U.S. in- 
vestigative effort in the late 1980s 
were tensions between the FBI and 
CIA, which were sharing some but 
not all their information. FBI investi- 
gators have complained of being 
blocked by CIA officials from obtain- 
ing all the details of failed CIA oper- 
ations relevant to their investigation. 

There may have been reluc- 
tance at the CIA to probe the suspi- 
cions fully, a former intelligence offi- 
cial acknowledged. The official said 
he remembered being told in the 
late 1980s that “something’s funny” 
in U.S. spy operations and that sev- 
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- . trash provided clues in probe 

eral officers on the CIA’s counterin- 
telligence staff had started a probe. 

But he added that the agency had 
“other things to do.” A former White 
House aide said the CIA reassured 
President George Bush in 1989 that 
the agency had “buttoned up” the 
question of a potential internal mole. 


The former intelligence official 
said the tensions between the FBI 
and CIA leaderships could .be ex- 
plained by what he called different 
institutional cultures. While the 
FBI’s approach was to find “this guy 
and put him in jail,” the CIA favored 
“thinking this thing through before 
you haul somebody off in chains,” the 
official said. 

Not long after the 1989 fall of the 
Berlin Wall, the United States ob- 
tained the Stasi files. After some 
CIA-FBI infighting over which agen- 
cy would preside over examination 
of the intelligence trove, a compro- 
mise was reached granting both 
agencies equal access and leading 
eventually to a joint investigative ef- 
fort, officials said. 

In November 1991, newly con- 
firmed CIA Director Robert M. 
Gates met over lunch with Attorney 
General William P. Barr in the direc- 
tor’s dining room at CIA headquar- 
ters to smooth out the cooperative 
effort, according to officials with 
knowledge of the meeting. “There 
was infighting and jockeying early 
on,” one official recalled, “but things 

gradually got better It took 

time to hammer out all the rules. 


There were personality conflicts, 
different cultures.” 

FBI and CIA officials fully shared 
files and began using a computer to 
comb data for patterns. In an effort 
to whittle down their list of 200 sus- 
pects, investigators queried new de- 
fectors and counterintelligence 
sources abroad for information that 
might expose anyone on the list as a 
mole. 

The list was narrowed to about 
20, according to congressional 
sources briefed on the investigation. 
Ames finally became the focus as a 
result either of a tip by a defector or 
his sudden wealth and lavish spend- 
ing, sources said. Investigators have 
refused to say publicly what led 
them to Ames in the end. 

Shvets said Ames’s alleged han- 
dlers at the embassy— he believes 
there may have been at least three 
over the nine-year period in which 
Ames is accused of spying— blun- 
dered by maintaining contact with 
Ames in Washington after his return 
from Rome in 1989. One method 
Ames is alleged to have used to sig- 
nal the Russians — chalk marks on 
mailboxes— was among “textbook 
procedures for Russian spy commu- 
nications, Shvets said. 


A former U.S. intelligence official 
also expressed amazement that 
“they handled him out of here,” par- 
ticularly after the Soviet Union’s dis- 
integration ushered in an era of 
warmer relations between the two 
countries. 

But it was really Ames’s careless- 
ness in handling his trash that led in- 
vestigators to conclude he was using 
a series of “dead drops,” or places to 
leave and deposit documents and 
money, and “signal sites” such as 
mailboxes to communicate with offi- 
cials at the Russian Embassy, ac- 
cording to court papers. 

Ames also was careless in ellipti- 
cally referring to his Russian con- 
tacts in telephone conversations last 
year with his wife Rosario that were 
tapped by federal agents. Additional- 
ly, he left a trove of allegedly incrim- 
inating documents strewn about his 
house, including a detailed account 
of financial transactions stored in his 
home computer, and a steno notepad 
with “deaddrop instructions” on a 
bookshelf. 

“He was either stupid or arrogant, 
thumbing his nose at [the CIA and 
the FBI],” said the former U.S. intel- 
ligence official. 


